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This is a starting point for you, not the final copy. Please remember to revise it as needed
for your particular organization’s needs! If you have feedback, please contact
editor@idpro.org.

Customer Identity and Access Management —
Product

Measurable Performance Indicators

Increase Conversion
Enhance User Experience
Fraud Prevention
Business Growth
Compliance

Skills to Do the Job

Stakeholder management

Ability to influence senior leadership

Collaboration and cross-functional team working

Change Management in complex organizations

Team leadership

Strategic planning

Budget management

Ability to track the market and stay up-to-date on emerging consumer needs,
technologies, competitor products, usability, and security issues.

e Strong Written and verbal communication, especially presenting technical
concepts to a non-technical audience.

Responsibilities

Develop CIAM Strategy & Roadmap

e Customer Experience: work with customer insights team and key stakeholders
(e.g., sales and marketing) to identify areas to improve the customer experience
across Customer Identity and Access Management (CIAM) systems.

e Data Analysis: collaborate with partners to understand current CIAM product
performance and build data-driven insights to optimize performance against user
and business needs and prioritize investments.
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e Roadmap Development: develop and prioritize the CIAM product roadmap
using data-driven insights, stakeholder feedback, regulation, and industry best-
practice.

Implement |IAM Projects

e Define Requirements: work with market research, user experience, business
architecture, and others to define use cases, user stories, and translate roadmap
items into requirements.

e Program Delivery: collaborate with engineering, legal & regulatory, marketing,
and operational teams to define, develop, and deliver CIAM projects with their
intended benefits for customers and the business.

e User Acceptance: partner with QA and operational teams to develop a test
strategy and test cases.

Review CIAM Performance

e P&L Management: establish metrics and reporting that effectively communicate
the costs/benefits of the CIAM stack and proposed initiatives.

e Ensure Compliance: continuous review of CIAM performance related to policy,
regulatory, and legal obligations.

e Mitigate Risk: identify, assess, and mitigate CIAM-related risks and
vulnerabilities.

Financial Leadership

e Business Case: conduct cost/benefit analysis and engage stakeholders to justify
CIAM investments.

e Prioritize Investments: direct financial planning and execution, including capital
investments, day-to-day operational spend, contractor management, and
personnel.

People Leadership

e Team Management: Manage a team of direct reports and contract service
providers.

e Capacity Building: implement a staffing and continuous development strategy to
ensure that the team remains well-equipped to manage in the modern threat
landscape.
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Knowledge and Qualifications

Strong foundation in Identity and Access Management Technology or
Cybersecurity

Proven experience with CIAM solutions and platforms

Proven ability to work across teams, including Architecture, Development,
Finance, Support, Customer Insight, and more

Experience of CIAM in organizations of similar size and complexity
Familiarity with IAM protocols, such as SAML, SPML, XACML, SCIM, OpenID
Connect, and OAuth 2.0

Proficient with key consumer security technologies and practices, like Multi-
Factor Authentication, passkeys, federation, single sign-on, threat detection,
identity verification tools, etc.

Familiarity with key regulatory requirements and industry standards, such as
NIST 800-63, GDPR, CCPA, HIPAA, and SOX

Professional certifications, like CIDPRO, CISSP, CISM, CIAM are highly
desirable.
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