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This is a starting point for you, not the final copy. Please remember to revise it as needed
for your particular organization’s needs! If you have feedback, please contact
editor@idpro.org.

Entry-to-IAM: IAM Systems Analyst

Measurable Performance Indicators

User Access
Compliance
User Satisfaction
Incident Volume

Skills to Do the Job

Strong IT Background
Analytical Problem-Solver
Attention to Detail
Security Mindset
Customer Focus
Collaboration

Willingness to Learn

Responsibilities

|ldentity Management

Lifecycle Management: Manage the lifecycle of user accounts, including
provisioning, modification, and deactivation.

Identity Governance: Implement and maintain identity governance and
administration (IGA) tools to ensure proper access control and role management.

Access Management

Configure: Configure and manage Single Sign-On (SSO) and Multi-Factor
Authentication (MFA) solutions to secure user access.

Policy Enforcement: Enforce policies for least privilege access and role-based
access control (RBAC).

Troubleshoot: Support users with access issues.

Access Reviews: Assist in the performance of access reviews and
recertification processes to validate appropriate user access levels.
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Security and Compliance

Monitoring: Monitor and respond to security alerts related to identity and access
management.

Incidents: Collaborate with the security team to investigate and resolve access-
related incidents.

Compliance: Ensure compliance with regulatory requirements, such as GDPR,
HIPAA, and SOX, as they pertain to IAM processes.

Audits: Assist the team in supporting audits.

Knowledge: Develop and maintain awareness of cybersecurity and identity
security best practices, emerging attacks

Knowledge and Qualifications

Foundational principles of Identity and Access Management Technology or
Cybersecurity

Awareness of IAM protocols, such as SAML, SPML, XACML, SCIM, FIDO,
OpenID Connect, and OAuth 2.0

Awareness of key IAM and Cybersecurity concepts, like Directories, Single Sign-
On, Multi-Factor Authentication, Delegated Administration, APl Gateways, SOA
Services, threat detection, etc.

Willingness to earn professional certifications, like CIDPRO, CISSP, CISM, CIAM
or those related to PAM tools.

Educational background OR 2+ years of experience in Information Technology,
Computer Science or a related field.
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