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This is a starting point for you, not the final copy. Please remember to revise it as nheeded
for your particular organization’s needs! If you have feedback, please contact
editor@idpro.org.

IAM Administrator

Measurable Performance Indicators

User Access
Incident Volume
Compliance
User Satisfaction

Skills to Do the Job

Expertise in Computer Science, Cybersecurity, and Risk Management

Ability to assess system resilience, dependability, security and how changes in
the environment affect those outcomes

Stakeholder management

Collaboration and cross-functional team working.

Responsibilities

Operating a Secure Environment

Monitor Environment: monitor system status and ensure system availability,
security, stability.

Identity Governance and Administration (IGA): develop and implement IGA
frameworks, policies, and processes to support secure access to systems.
Ensure Security: align IAM security with the overall security strategy and ensure
appropriate implementation and controls.

Compliance: perform regular access reviews and audits to ensure system and
controls are operating effectively, securely, and in compliance with policies.

User Lifecycle Management

Implement Access Controls: ensure that access control policies are
documented enforced across all IAM applications.

Manage User Access: manage users across the joiner-mover-leaver lifecycle,
including periodic reviews as per policy.

Increase Automation: collaborate to automate user lifecycle management,
access control policies, and access reviews.
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User Support: respond to user access escalations and availability issues,
including bugs, outages, and other requests.

Incident Response

Incident Response: investigate security incidents related to IAM to identify root
causes and drive remediation.

Supporting Change

Advise on Design: provide feedback and guidance related to how IAM
impacts/is impacted by organizational initiatives.

Integration Support: integrate IAM platform with third-party applications and on-
premises systems to enable seamless, safe user access.

Implement Architecture: partner with IAM architecture teams to implement
designs and ensure capabilities and services are integrated across the
organization.

Knowledge and Qualifications

Experience with Identity and Access Management Technology

Familiarity with IAM protocols, such as SAML, SPML, XACML, SCIM, OpenID
Connect, and OAuth 2.0

Experience with key IAM and Cybersecurity concepts, like PAM, Directories,
Single Sign-On, Multi-Factor Authentication, Delegated Administration, API
Gateways, SOA Services, threat detection, etc.

Experience working with IAM architecture within a diverse IT environment,
including Cloud, On-Premises, laaS, and SaaS platforms

Familiarity with key regulatory requirements and industry standards, such as
NIST 800-63, GDPR, CCPA, HIPAA, and SOX

Professional certifications, like CIDPRO, CISSP, CISM, CIAM.
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